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Pioneers in cyber insurance

With 20 years' experience in cyber insurance, CFC was one of
the first companies to offer cyber insurance and has one of
the largest cyber underwriting teams in the world. Our
award-winning cyber insurance products are trusted by over
50,000 businesses in more than 65 countries.

CFC's dedicated in-house cyber incident response team is

backed by a panel of expert global response partners and
operates the world's first cyber incident response app.

Our cyber products

Countries

Private enterprise Large corporate Healthcare

Excess

*Cyber cover is also offered as standard on most CFC policies

Cyber customers

$250m

Premium



Cyber risk

7 O % of Australian businesses are aware that cyber exposures are a risk
O of businesses currently buy
O cyber insurance cover
7 5 b n is the estimated size of the global
° cyber insurance market (AUD)

O Proportion of that premium
/O that currently comes from US
domiciled businesses
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Cyber claims

update




Cyber claims volume is up significantly on last year
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Cyber claims (by count)

All Countries Australia only

29% 4%
8%

B Cyber (Ransomware)

B Cyber (Theft of Funds) ‘
m Cyber (Data Breach - Hack) 14%

Cyber (Data Breach - Phishing)
B Cyber (Data Breach - Other)

B Cyber (Malware - Other)

33%

13%

m Cyber (Other)

Cyber (IP Infringement) 20%

B Cyber (Cyber Extortion) 21%



First party v. third party claims

@ cfc
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Insane Technologies

* Award winning company Founded in
2000 by David Rudduck

* Working with CFC Underwriting since
2018 as a primary Cyber Incident Response
partner for Australia

* Incident Response, Digital Forensics and
eDiscovery to victims of cyber-incidents
through their insurance programme

* Certified Security Professional (ACS),
CISSP, GCFE and GCFA qualified.

@ cfc




Remote Desktop

Protocol
101




Remote Desktop Protocol 101

* VPN —Virtual Private Network. Allows companies to
secure connections to other networks over the
Internet.

* Pros and cons of using RDP or VPN

* The current most common cause of a Ransomware
incident is compromise of remote access via Remote
Desktop Protocol (RDP).

* What does that mean during COVID-197?

@ cfc

i MBA-ish - Workplace Satire @
MBA- i</ @MBA_ISh

Who led the digital transformation of
your company?

A) CEO
B) CTO
C) COVID-19
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Top Five:

COVID-19




1. Posing as government agencies

The website directs victims to download a file: “Please
read letter from Medical Officer of Health”

@ Publc Heath Agency of Cansda | b X 4

2 C @ Notseaue [_A;M-/q;w:‘m~

“

Please read letter from Medical Officer of
Health.

2020 Public Health Agency of Canada

@ osxccraerzrs A

Show o x

Australians. 8,08 am

Duncan Pegg - Member for Stretton Lo
January 26 - @

This media release is 100% FAKE!! FAKEN! FAKE!! | don't normally like to
give any credence to people who seek to malign our community but wanted
to make things clear in this instance.

| have spoken directly to the QLD Health Chief Health Officer Dr Jeanette
Young about this matter who has confirmed this media release is false and
was not released by the Department.

To get the latest updates check out the Queensiand Health website and
Facebook page. If you have any questions at all please call 13HEALTH.

PLEASE SHARE
; Department of Health media releases

| Queensland Health

A list of current Department of Healt...

www.health.qld.gov.au

https://www.health.qld.gov.au/news-events
/doh-media-releases

QLD Department of health media release
QLD issues level 3 health warning for
coronavirus, advises against nonessential
travel to Wuhan, China, Sunnybank,
Sunnybank Hill, Runcorn, Eight Mile Plains
and all populated areas with Chinese
nationals of ratio of 1 to 3 non-Chinese

| cfcunderwriting.com
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Case Study:

Remote Access Hacked

(A Cold Coast based Property Manager

A Threat actor got into computers via “Remote Access”
JRansomware run on 6x computers

11 BTC (AUD$10,000 at the time) per computer to decrypt
ANo working backups

Ell_ooking at $60,000 to recover business

(JSecurity researcher was able to decrypt - $7,500 in IR fees

@ cfc




2. Targeting food delivery —
credential stuffing

. Lieferando.de @ @ Jitse Groen

Online bezahlte Bestellungen, die auf Grund des A attack on a food delivery website
Systemangriffs, nicht ausgeliefert wurden, werden in the middle of a public health crisis. I
so schnell wie moglich zuriickerstattet. Bitte schickt hope you sleep well at night.

uns eine Mail an info@lieferando.de

Google PIZZA.DE
Orders paid online that were not delivered due to
the system attack will be refunded as soon as
possible. Please send us an email to info@

Lieferando.de

0054747 <0054747 @protonmail.ch>

aanmi) ¥

Hi, Jitse! Pizza.de is under attack.we want 2 BTC.tell me when you ready to pay.

after payment we stop attack and help you to protect you company.

we can attack another sites takeaway company.we waiting your answer.

source: Lieferando

| cfcunderwriting.com 14




3. Playing on human vulnerabillities

o] @o Coronavirus (2019 -nCoV) Safety Measures - Temporary Items

Message

Coronavirus (2019 -nCoV) Safety Measures

T —

Tuesday, February 4, 2020 at 7:08 PM

Show Details

v

d CoronaVirus_Safety...
1.6 MB

Download Al Preview All
Dear Sir/Madam,
Go through the attached document on safety measures regarding the spreading of corona virus.
This little measure can save you.

WHO is working closely with global experts, governments and partners to rapidly expand scientific knowledge on this new
virus and to provide advice on measures to protect health and prevent the spread of this outbreak.

Symptoms to look out for; Common symptoms include fever, cough, shortness of breath, and breathing difficulties.

Regards

€@ cfc I



reating malicious COVID-19 maps

POAAXA] & New Exploit and Corona Virus Phishing Method!

AVATAR : > s
New Exploit and Corona Virus Map Phishing method

HoBsas 3kcnaout natoc passogka ¢ Kapr pacnpocrpanenns Kopona Bupyc

Zaher &
floppy-amcx
17.02.2020

ly infected every day with growing speed. This is hot topic now.

Corona Virus is now in all news, And it get 10,000 newly
Offered method allows to send a payload Preloader masked as a Map.

extension which can be sent as attachment by any mail service directly. Can send to Gmail as attachment too! See video example

J

! PreLoader has file

@ cfc



5 BEC Scams

A Private school in NSW
(JEmail account of finance person hacked

U Threat actor sat in mailbox & monitored
correspondence

(JFinance person liaising with overseas investor

NN
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=N
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N
.
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¥/

(AThreat actor interjected on communications

AFinance person went to pay investor his shares

‘.‘ L

(1$600,000 wired to the wrong account

@ cfc







Personal Devices

[ p——

123456

Multi-Factor Authentication
Google Authenticator
Microsoft Authenticator
LastPass Authenticator

@ cfc

Password Manager
1Password.com
LastPass.com

Web Server

.COM
LI

:( SSL VPN tunnel O.

Internet

Remote user

Mail Server

SSL VPN
Remote Access



Employee Training

@ cfc

DO:

Ongoing security training for all remote workers
Monitoring employees the right way

Check all of your devices for software or firmware
updates

Use a unigue password for every online login

DO NOT:

Don't click suspicious links

Don't download attachments from unknown or
untrusted sources

Do not “Enable Content” in unknown Word
documents

Be careful not to share login credentials with
unknown or suspicious providers (there is NEVER
a legitimate reason for a third-party to require
your login credentials)



Preparedness

Incident Response Planning

Deliverad by

STAYSMARTONLINE /ACSC 5
i Update Corporate policies

Include plans for digital assets due to
system failure or cyber events

Protect yourself v Protect your business v For partners v Get involved v

Home > Prot b > Re g > Incident response plans

Know who in the company actually needs VPN

In this section Incident response pla access

An incident response plan is a set of written instructig

limiting the effects of a cyber-security incident. Havi . . .
o . - Y . Test out incident response plan ahead of time —
dramatically limit damage, improve recovery time an(

business. tabletop exercise

Incident response plans
Phishing for business

Ransomware for business
Crucially, incident response plans must have buy-in from business

Website vandalism key decision-makers and the ones facing the public when there is 4

Cyber insurance!

legally responsible). Without their involvement or support, plans cg

moment there is an incident.

These plans also help make cyber security front-of-mind for CEOs 4

the known threats facing the business and the risk of compromise.

| cfcunderwriting.com 21




Client questions




What are their challenges?

Were you able to switch to working remotely with
minimum disruption?

o Or, are you having to implement methods to
access the office remotely?

Are most software and services being used cloud
pased?

What devices are staff using to access company
resources?

Do you still have any legacy systems in your office?
o Who is keeping an eye on them?

o lssomeone testing back-ups monthly?

@ cfc
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